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ABSTRACT  
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1. INTRODUCTION

Textual passwords are the most common methods used for authentication. But textual 
Passwords are vulnerable to eves dropping, dictionary attacks, social engineering and shoulder surfing.
Graphical passwords are introduced as alternative techniques to textual passwords. Most of the 
graphical schemes are vulnerable to shoulder surfing. To address this problem, To start with user login 
with permanent password and then text can be combined with images or colors to generate session 
passwords for authentication. Session passwords can be used only once and every time a new 
password is generated. In this paper, two techniques are proposed to generate session passwords 
using text and colors which are resistant to shoulder surfing. These methods are suitable for Personal 
Digital Assistants.

 Authentication, session passwords, Circular password scheme.

The most common method used for authentication is textual password. The vulnerabilities of
this method like eves dropping, dictionary attack, social engineering and shoulder surfing are well 
known. Random and lengthy passwords can make the system secure. But the main problem is the 
difficulty of remembering those passwords. Studies have shown that users tend to pick short 
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passwords or passwords that are easy to remember. Unfortunately, these passwords can be easily 
guessed or cracked. The alternative techniques are graphical passwords and biometrics. But these two 
techniques have their own disadvantages. Biometrics, such as finger prints, iris scan or facial 
recognition have been introduced but not yet widely adopted.

The major drawback of this approach is that such systems can be expensive and the 
identification process can be slow. There are many graphical password schemes that are proposed in 
the last decade. But most of them suffer from shoulder surfing which is becoming quite a big problem. 
There are graphical passwords schemes that have been proposed which are resistant to shoulder-
surfing but they have their own drawbacks like usability issues or taking more time for user to login or 
having tolerance levels. Personal Digital Assistants are being used by the people to store their personal 
and confidential information like passwords and PIN numbers. Authentication should be provided for 
the usage of these devices.

This paper is organized as follows: in section 2. Related work is discussed; in section 3. Proposed 
Authentication schemes introduced; conclusion is proposed in section 4.

Dhamija and Perrig[1] proposed a graphical authentication scheme where the user has to 
identify the pre-defined images to prove user’s authenticity. In this system, the user selects a certain 
number of images from a set of random pictures during registration. Later, during login the user has to 
identify the pre selected images for authentication from a set of images as shown in figure 1. This 
system is vulnerable to shoulder-surfing.

Passface [2] is a technique where the user sees a grid of nine faces and selects one face 
previously chosen by the user as shown in figure 2. Here, the user chooses four images of human faces 
as their password and the users have to select their pass image from eight other decoy images. Since 
there are four user selected images it is done for four times.

2. RELATED WORK: 

Figure 1: Random images used by Dhamija and Perrig

Figure 2: Example of Passfaces
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Haichang et al [7] proposed a new shoulder-surfing resistant scheme as shown in figure 3 where the 
user is required to draw a curve across their password images orderly rather than clicking on them 
directly. This graphical scheme combines DAS and Story schemes to provide authenticity to the user.

Wiedenback et al [8] describes a graphical password entry scheme using convex hull method 
towards Shoulder Surfing attacks as shown in figure 4. A user needs to recognize pass-objects and click 
inside the convex hull formed by all the pass-objects. In order to make the password hard to guess large 
number of objects can be used but it will make the display very crowded and the objects almost 
indistinguishable, but using fewer objects may lead to a smaller password space, since the resulting 
convex hull can be large.

In proposed system, we give the secure password by making combination of text, image Circular 
Password for data security. Text based password nothing but regular textual username and password 
scheme. For ex. In system login Username is Admin, Password is also Admin. In image based password 
scheme where the user has to identify the pre-defined images to prove user’s authenticity. In this 
system, the user selects a certain number of images from a set of random pictures during registration. 
Later, during login the user has to identify the pre selected images for authentication from a set of 
images. In circular password scheme, we provide anticlockwise and clockwise selection of alphabets. 
Selection of alphabets based on degree of rotation in anticlockwise or clockwise direction. In this 
scheme we give degree of rotation as an Input.

Figure 3: Haichang’s shoulder-surfing technique

Figure 4: Example of a convex hull

3. PROPOSED AUTHENTICATION SCHEMES
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In existing systems passwords are very difficult to remember and time consuming. But proposed 
system we will give secure circular graphical password for our system which is simple to remember and 
difficult to guess for unauthorized users.

        By referring base papers, in existing systems passwords are very difficult to remember and time 
consuming. But we focused on design a system which Resistant the shoulder surfing attack. The user 
can easily and efficiently login the system without using any physical keyboard or on-screen keyboard. 
We will give secure circular graphical password for our system which is simple to remember and difficult 
to guess for unauthorized users.
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Figure 5: Proposed Architecture

4. CONCLUSION: 
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